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ESSS/HSPLS 18-Month Review

For the last eighteen months ESSS/HSPLS has been extraordinarily busy with a multitude of projects that have been
or are being deployed simultaneously. As many of them get completed, ESSS is able to discuss the results and
successes of these ventures and inform other HSPLS staff members of their purpose and effectiveness. We are glad to
be able to share the accomplishments of the last few months, as we prepare for the challenges that await us in the
near future.

The following is a list of independent projects.

Massive Security Implementation

ESSS has aggressively pursued the protection of our network, our infrastructure, and our data. Many areas needed to
be addressed at the same time, requiring great effort to implement them quickly and effectively. These areas are:

e  Data Loss Prevention (DLP): Confidential, sensitive, or private data needed to be protected from deliberate
or accidental inclusion in email messages and other forms of distribution. A corporate DLP server was
installed to safeguard the data from being passed to open environments without the strictest form of
encryption. HSPLS staff members now get alerted when the DLP filter catches potentially sensitive
information from being distributed. Additionally, using encryption eliminates the danger of the data being
compromised in the midst of traversing to its intended destination. More information on this can be found
here.

e Partnership with the Department of Homeland Security: ESSS/HSPLS and IT from the Board of Water
Supply where the only two agencies from state and city and county that agreed to partner with DHS and be
trained in the security vulnerabilities that are present within our system control units. System control units
include air conditioners, photovoltaic systems, electrical meters, etc. With the training received ESSS has
been able to safeguard and address open vulnerabilities that are traditionally delivered with any system
control purchased.

e Photovoltaic security: As a result of the partnership between HSPLS and DHS ESSS has been able to secure
the incoming photovoltaic network controls and establish policies and procedures to prevent cybercrime
from utilizing these resources as a point of entrance into our network.

e  Patron data security: For the first time HSPLS is able to offer a variety of security components to patrons that
use our public machines. ESSS spent a lot of time designing the right amount of security without hindering
patron browsing experiences. A combination of anti-malware, anti-adware, anti-spyware, filters and
antivirus software aid in maintaining a good amount of security.

¢  Human Resources Virtual Server with business continuity and redundancy features: a new, safe and feature
rich human resources server was deployed to replace an archaic and inadequate server. The new server
resides in a virtualized environment with business continuity functions and disaster recovery and
replication measures.

e Network Perimeter Fortification: HSPLS was in dire need of strengthening its network and leveraging its
existing resources against the potential attacks from hackers and organized intrusion. Upon investing many
hours, dedication, and resources into pursuing this goal, HSPLS was able to successfully withstand what



could have been a devastating compromise to our perimeter. In the month of July, foreign servers
attempted to penetrate our network at a rate of 65,000 attacks per hour. HSPLS remained impenetrable, able
to confirm that the time and equipment spent for this purpose had proven to be appropriate and necessary.
As more sophisticated attacks appear, ESSS continues to fortify its network perimeter to reduce the chances
of compromise.

Data Center Cost Reduction and Modernization Projects

e  Virtualization of servers: Ahead of many state and federal mandates that will be implemented in 2013, ESSS
has embarked in the task of complying with cost reduction and optimization and modernization goals at the
data center level. From 13 physical servers to 73 virtual distinct and application specific servers (18 months
later and many services and applications added), HSPLS has taken a leap step forward towards the
deployment of a multitude of library-specific servers and applications that have allowed HSPLS to operate
more efficiently and effectively. Most of these servers contain applications that will be used and activated
upon the installation of new staff machines, or that will be presented to HSPLS in the coming months. It is
these new windows 7 staff machines that will be able to take advantage of these benefits.

e Consolidated storage: In an effort to reduce cost and optimize time and resources, ESSS has consolidated all
its server storage into Storage Area Network devices that allow for multiple changes as needed and utilize
the latest technology to ensure availability and optimal conditions.

e Power Consumption: ESSShas ensured that all equipment purchased for either data center or front line use
has the highest power efficiency components.

Disaster Recovery, Business Continuity, Replication of Data

HSPLS was in need of securing all data center and network related data on a solid and reliable solution that did not
depend on any outsource method or relied on antiquated technology. For this reason, ESSS embarked in a search for
the most secure method pertinent to the size and need of HSPLS and acquired an established and solid set of
recovery appliances that store all the server data and network data.

e Inan effort to have business continuity on some essential online services ESSS created a system of
redundancy that allows us to lose a series of drives and servers and still remain online and fully operational.
This has already been tested a few times, and online transaction occurring at the time of the loss of hardware
did not suffer any loss of connectivity, since the redundancy methods in place allowed for immediate
recovery on separate server farms and clusters.

e Disaster Recovery measures and equipment are now in place for the safeguard and restoration of all server
and network data.

¢ Knowing that limiting ourselves to one geographical location for the purposes of storing all of the
infrastructure information was dangerous, ESSS created a replication node of our disaster recovery solution
and placed it at a remote library’s telecom room. This ensures that if our present data center suffers any
damage, all the data can be recoverable by utilizing the second node.



Design and Implementation of SharePoint

e  ESSS has spent a year implementing a new collaborative ‘enterprise level’ platform called SharePoint 2010.
The new Windows 7 Enterprise / Office 2010 Professional Plus staff machines being deployed at the moment
will take advantage of all the features of this platform, in anticipation of every department at HSPLS having
their workflows automated and consolidated in it for the most efficient and collaborative experience. ESSS
will be incorporating as many office workflows as possible so that staff members may spend less time on
manual or redundant tasks, and more time on more important duties.

e  Branch/Office File Sharing areas and permissions have already been implemented and staff members are
beginning to take advantage of these features

e A ”My Site” workspace is being created for every single staff member so that personal files and documents
may be stored at will, and permissions may be granted by each individual to any other HSPLS staff
member, allowing for immediate and effective collaboration between offices and branches.

¢ Remote access to all of SharePoint’s features is presently being designed so that any HSPLS member may
have immediate access to their data from home or elsewhere via our secure private cloud, hosted and
maintained by ESSS in our data center.

Design and Implementation of automation of Support Offices via
SharePoint 2010

e  ESSS has completed the first phase of automation for Human Resources via SharePoint, and has laid the
foundation for complete automation of forms, workflows and data transfer to and from Human Resources
and HSPLS staff

e  Staff members needing to interact with Human Resources will find more efficient and faster ways of
communicating by using the automated workflow.

e ESSSis working to implement efficiency to the myriad of manual workflows of our Technical Services
Section Ordering department, which is understaffed and burdened with many duties to support all public
branches. Through this automation on SharePoint, TSS will be able to devote more time to tasks that require
more attention and not to repetitive and manual operations. The launch of the automation of TSS Ordering
Workflows in SharePoint is slated for December 2011

e  ESSS has begun the work for the automation of the Payroll Section workflows. Presently HSPLS's Payroll
section complies with many demands from other state agencies and performs most of these duties in a
manual fashion. ESSS is working in the design of a mechanism that will allow for the automation of most of
these transactions. The work will take several more months to complete.

e  ESSS has begun the work for the automation of our fiscal department via SharePoint, which also performs a
variety of manual tasks and is in need of assistance in automating all Fiscal Section related workflows. This
project will take a few more months to complete.



Massive Installation of Staff Machines

ESSS has worked for many months creating the “perfect’ image for the new 600 staff machines that are currently
being deployed. The new units offer an outstanding combination of hardware and software, along with a multitude
of collaboration tools.

Implementation of Communication and Collaboration Tools for Staff

ESSS began the project of deploying various collaboration tools for staff, which attempts to optimize workloads and
make routine tasks more efficient. These are:

e  Microsoft Office Professional Plus 2010

e Lync2010

Enterprise Instant Messenger with imbedded Outlook features
Chat Functions

Share-desktop features

Phone over LAN line

Web cam for meetings and group sessions with other staff members
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Microphone & speakers for meetings and webcasts

Design and Implementation of New Email System

ESSS has completed the project of establishing an email system that is of enterprise caliber, can accommodate the
necessary growth of HSPLS, and is considered a robust and excellent tool in the technology industry. We are
presently migrating from the old system to a new one, containing 4 virtual servers, distributed in several databases
and able to interact properly with any mobile device. Security features have been added to additional safety.

Design and Implementation of Routed Network Service

HSPLS had been on a frame relay network for over a decade and needed a solution that would allow for greater
bandwidth at the branch level, and from the data center to the internet service provider. As a temporary measure, it
was determined that RNS would be economical, practical and efficient enough and would allow HSPLS to provide
adequate service to public and staff. Future improvements are slated for 2012 where more bandwidth and better
network infrastructure will be seen by incorporating a combined private-state network solution that will allow for
relative redundancy.

Segregation of Network Traffic

In anticipation of the fiber and wireless deployment ESSS has embarked in a project of segregating all public traffic
from staff, and placing it on separate circuit and network. This will allow subsequent implementations to be more



easily manageable, as well as permit staff traffic to flow without any bandwidth fluctuation originating from the

public side, be it downloads or streaming media.

Implementation of BTOP Grants

e  ESSS has been tasked with the implementation of the PCCA and Fiber components of this grant which
include the following upgrades:
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Replacement and/or addition of public units, which are comprised of a combination of desktops
and laptops, and which contain the latest versions of Microsoft software available today. These
units are loaded with Windows 7 Enterprise, Microsoft Office 2010, and include Accessibility
software such as Jaws and Zoomtext. Additionally, they have a variety of open source software
that aids in meeting the demand of public use, while maintaining a uniform image across the
public library system.
Creation of Computing Centers at selected branches
Implementation of Secure Wireless Access for all public branches. Public wireless is composed of
the following:
a) Publicly owned devices accessing HSPLS Wi-Fi - this is a service offered to patrons with a
valid card, and is filtered following CIPA regulations.
b) HSPLS wireless laptops — patrons will be able to use wireless devices at the branches,
owned by HSPLS
Addition of fiber optic lines to every public branch, granting a starting 1Gigabit per second
connection per location. ESSS is working on the network design that will allow for the fiber
connection to be in place and utilize the state iNet network via UH Manoa, granting faster speed to
public stations and allowing for downloads of media and library related electronic materials.

Integration of public service lines with the iNet

Creation and implementation of HSPLS’s Private Secure Virtual Cloud

e Through an innovative method and creative partnership with forward thinking vendors, ESSS has created
and currently hosts its own private virtual cloud, fully secured and managed internally. Through this
virtual private cloud, ESSS will be able to roll out the following solutions:

O

Access to a virtual desktop (from any public laptop or desktop) to 35 foreign languages. Any
patron interested in using any of our public PCs in one of those 35 languages will be able to do so
without having to make any changes or using any special controls on the PC. The virtual private
cloud allows HSPLS to present the desktop in a foreign language via a browser, while remaining
device independent.

Bookmobile - device independent access to all core functions of HSPLS, activated via the secure
virtual cloud and managed and maintained internally.



O Reduction of WAN latency issues solutions by way of accessing client applications at the data
center without having the data traverse through the WAN and adding additional speed problems
for certain time sensitive transactions.

O Emergency IT resolution processes can be handled via the secure cloud - the connection being
device independent - and allowing adequate security to parse and encrypt the data in order to
reduce any potential security breaches.

Creation of ESSS Learning Corner

ESSS has established in the last few months a variety of learning tools in SharePoint that aim at addressing various
learning styles and topics. This is a project that will continue to produce more materials and resources, as the
demand for information increases.

e  Written instructions on all current and upcoming technologies

e  Pre-Recorded WebEx sessions with “how to” videos on a variety of topics

e  Group WebEx sessions, scheduled to address new software

e  One on One sessions, where individuals can request a class on their own time, and ESSS staff can log on and
cover any technology topic requested.

Preparation for New Desktop Management and PC Reservation System

ESSS has been tasked with preparing the system for an upgrade to SAM 9.0, which is the new PC Reservation and
Public desktop management System. A virtual lab has been set up and training and implementation dates are being
scheduled at the moment. This upgrade will affect 768 public stations.

Installation and Implementation New Portal & Digital Repository

ESSS has been working for several months on the following portal technologies, due to be released at the end of 2011:

e  New HSPLS website: HSPLS will be releasing its new, modern, ADA compliant website very soon,
accommodating many requests and updates.

e New Digital Archive Repository: All items that are presently not catalogued can be deemed as candidates
for digital archival in our new hosted repository called “Portfolio”. This hosted service integrates
seamlessly with all the upcoming portal technology deployments.

e  New Online Catalog Portal: HSPLS will be incorporating advanced search engine technologies that will
make it easy for patrons to retrieve results all at once, from a multitude of sources. One search will yield
hits from:

o All Horizon Holdings

o  All Overdrive catalogued holdings

o All Newspaper Index holdings

o All 360 Database and Journal articles and documents



o  All private collection items digitally archived in Portfolio
o  Alllinks or resources digitally archived in Portfolio

e The New “Enterprise” portal will also possess advanced filtering and faceted capabilities, allowing for
inclusion and exclusion of categories at once and in an easy and intuitive format.

Mobile device catalog access

ESSS has been working for a few months on the release of a mobile portal where all catalogued items can be easily
accessible via phones and other small mobile devices.

Implementation of Social Media Portal Features

ESSS has been working for a year on releasing a new social media component for patron use, in connection with book
clubs and HSPLS holdings. Through “chilifresh”, HSPLS patrons will be able to do the following:

e  Create their own private book club

e  Ask friends to join one’s book club or join someone else’s with their permission

e  Exchange reviews and comments on anything that HSPLS offers in its collection

e Engage the use of tweeter and facebook as components for exchange of book club information

Deployment of HSPLS HI-Technology Academy

ESSS has been heavily engaged in this project that started eight months ago, and after much negotiation with
Microsoft Corporation has culminated in the delivery of an unprecedented service to all HSPLS Hawaii residents,
providing a Digital Literacy Program and an IT Academy Program across the State of Hawaii.

HSPLS is the first Library System in the world to offer this tailored service to all its patrons (from “keiki” to
“kupuna”), granting access from within the library buildings or remotely, free of any cost, and with an unlimited
number of access times and classes for the duration of the subscription period.

One thousand five hundred classes and three hundred collections will be available to any HSPLS patron with a valid
library card, where they will be able to engage in a digital learning path or a master certification in IT path, resulting
in the following advantages:

e Foryoung children: starting point in their digital literacy skills path with the most advanced pedagogical
methods utilized by Microsoft, and with a variety of learning tools that aim at enhancing skills needed for
the school curriculum.

e  For older children and youth: classes and virtual laboratories where digital literacy or IT Academy classes
that can be mixed and matched, and where science and programming skills can be acquired.

e  For college-bound youth: college credits are accepted at approximately 1900 colleges and universities
across the nation, for certifications obtained through the HSPLS-HI Technology Academy. Statistics show
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increased retention, higher grades, and greater response to math and science courses, as a result of being
engaged in this program.

For workforce development: unemployed or employed individuals seeking to improve their skills and
advance in their industry; the Academy offers a multitude of levels and interests that can bridge the divide
between those able to accomplish certain tasks efficiently and those who have not had access to such tools
before. The free classes relieve the burden of additional cost to those presently seeking employment.

For those interested in technology: The IT Academy Program offers all levels of complexity and skill
development permitting even those who never attended college, to be certified in complex IT programs and
architecture.

For our elderly population: the digital literacy program will engage our senior population in obtaining,
using, and mastering digital skills from beginners (mouse tutorials, internet browsing tutorials) to
intermediate and advanced levels, and bringing our kupunas to a higher and deeper level of digital
interaction with family, friends, or business.

Summary of benefits:
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Economic growth

Improved tests scores

Increased GPA

Decreased absenteeism

Decreased dropout rates

Easier to find good jobs

Increased productivity

Higher salaries

Increased competitiveness
Bridging the digital literacy divide

Why did HSPLS engage in this endeavor?

Because of Our Mission:

“To provide Hawaii’s residents, in all walks of life and at each stage of their lives, with access to education,
information, programs and services, and to teach and nurture the love of reading and the habit of life-long
learning”

Because we know that there is a need to support 21st century skills development in Hawaii

o  According to the U.S. Department of Labor, 90% of the nation’s fastest growing jobs require some
postsecondary education or training leading to a degree, a credential, a certification, or some other
indication of mastery of critical knowledge, skills, and abilities.

o  More than 50% of today’s jobs require some technology skills, and experts say that percentage will
increase to 77% in the next decade (IDC)
Even within 10 years, 60% of the jobs that exist will be ones that don’t exist today
Today in the State of Hawaii there are 1000 jobs that cannot be filled because there is not enough
expertise in technology
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e Data from those that have already taken portions of this program show the following;:

A. 40% reported improved ability to keep a job or achieve a promotion
B. 43% reported salary increases
C. 53% reported more marketability for jobs
D. 93% reported more advanced skills in MS Office applications
E. 53% reported time reduction on common tasks
Key Performance Non-CAPE CAPE Academy CAPE Academy Students
Indicator Academy Students Without With Certifications
Students Certifications
Average GPA 2.53 2.60 3.03
Dropout Rate 2.4% 1.4% 0.1%
Graduating 12% 66.5% 76.7% 94.0%
Graders

e  What does pursuing certification bring?

55% of Hiring Managers consider employee certification as a criterion for hiring

46% of Hiring Managers consider employee certification as a criterion for promotion

63% of Hiring Managers feel that certified individuals are more productive than their counterparts
40% of individuals reported that Microsoft Certification was a factor in improving their ability to
find or keep a job or lead to a promotion

43% of individuals reported salary increases as a result of Microsoft certification

oNnw

53% of individuals believe obtaining a certification makes them more marketable
93% report becoming more skilled in Office Applications as a result of getting certified
50% time reduction on common tasks by companies using Office certified personnel

Certification exams have been significantly discounted to HSPLS patrons and presently Microsoft is
negotiating with various parties to offer testing center sites in the neighbor islands. There are various

testing centers on Oahu.

Recognition

ESSS has been recognized within the last 18 months as follows:

ESSS Case study for StoneWare: The innovative and future-thinking application of the product StoneWare in
HSPLS has harnessed a few accolades from the vendor, making HSPLS a case study worthy of recognition in the
technology industry. StoneWare will be featuring an article on their website about HSPLS/ESSS and remarking
on the creative ways in which their product is being used, emphasizing the imaginative approach utilized by
HSPLS.

ESSS/HSPLS has been informally recognized by Microsoft as a “champion” partner through which technical
innovation and administrative leadership is visible.
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Savings to HSPLS and to the State of Hawaii

ESSS has had to procure equipment and licenses to be able to perform all the projects mentioned above.
Nevertheless, it is important to mentijon that each transaction was negotiated heavily to ensure that the best possible
value was obtained so that the State of Hawaii would be burdened less by the cost of these components.

Some savings are listed below:

e StoneWare licenses were given freely to ESSS/HSPLS, allowing us to save $40,000 in this transaction.

e Staff and public machine purchases underwent many negotiations and cost reductions, allowing ESSS to save
$600,000 in these transactions.

e  Wireless components were negotiated over the course of a year, granting a cost savings of $50,000

e Digital Literacy and IT Academy programs were negotiated over the course of 8 months and ESSS/HSPLS was
save $2,428,000 in this transaction.

e Renewals of web filters underwent mane negotiations this year, saving HSPLS $12,000 in this transaction.

e Energy efficient units were purchased whenever available
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